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[57] ABSTRACT 

A transducer is provided with an integral smart card reader. 
For security applications the transducer is a biometric infor- 
mation input device. The device provides co-operative 
operation of the smart card and the transducer to provide 
user specific processing of biometric information provided 
by the user. Because of the integral smart card reader, 
tampering and monitoring of security operations is pre- 
vented. 

18 Claims, 5 Drawing Sheets 
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BIOMETRIC tNPUT DEVICE WITH 
PERIPHERAL PORT 

FIELD OF THE INVENTION 

This invention relates generally transducer systems and in 
a particular instance, to a biometric input device comprising 
a card slot for accepting a peripheral card. 

BACKGROUND OF THE INVENTION 

Computer security is fast becoming an important issue. 
With the proliferation of computers and computer networks 
into all aspects of business and daily life — financial, 
medical, education, government, and communications — the 
concern over secure file access and data communications is 
growing. One method of preventing unauthorized access to 
files is by using encryption and cipher techniques. These 
techniques convert data into other forms of data in a fashion 
that is reversible. Once encrypted, the data is unintelligible 
unless first decrypted. RSA, DES and CAST are known 
encryption techniques, which are currently believed to pro- 
vide sufficient security for computer communications and 
files. 

Each of these encryption techniques uses a cipher key. 
Such a key is crucial to the encryption/decryption process. 
Anyone with a correct key can access information that has 
previously been encrypted using that key. The entry of the 
key from the keyboard is impractical since such a key must 
be remembered by a user for entry and as such is liable to 
be discovered by an individual desiring access to existing 
encrypted files. 

Further, there is great concern over communication of 
keys within commercial and governmental offices. It is 
common for users to inform others of their keys or to 
transfer their keys to others for use during holidays, sick 
days, or even as a reminder of the key should the user forget. 
Also, keys are often written down at the workstation in case 
a user should forget. Such written passwords undermine the 
security of many systems. 

In DES encryption, the key is a numerical value, for 
example 56 bits in length. Such a key can be used to encrypt 
and subsequently to decrypt data. The security of the data 
once encrypted Ls sufficient that the key is required to access 
the data in an intelHgible form. Thus the security of the data 
is related to the security of the key. 

Some encryption systems use keys stored on the same 
device as the encrypted files. This is akin to storing a lock 
and its key in the same location. A knowledgeable user 
gaining access to the device could locate the key and access 
the data. Other encryption systems use keys stored on 
portable cards. Such a key is accessed via a password 
entered at the keyboard. Other users can take such a portable 
card and such a password can be discovered. The portable 
card is equally subject to transfer between employees and 
improper storage — at a user's desk. 

In a fingerprint input transducer or sensor, the finger under 
investigation is usually pressed against a flat surface, such as 
a side of a glass plate, and the ridge and valley pattern of the 
finger tip is sensed by a sensing means such as an interro- 
gating light beam. 

Various optical devices are known which employ prisms 
upon which a finger whose print is to be identified is placed. 
Tlie prism has a first surface upon which a finger is placed, 
a second surface disposed at an acute angle to the first 
surface through which the fingerprint is viewed and a third 
illumination surface through which light is directed into the 
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prism. In some cases, the illumination surface is at an acute 
angle to the first surface, as seen for example, in U.S. Pat. 
Nos. 5,187,482 and 5,187,748. In other cases, the illumina- 
tion surface is parallel to the first surface, as seen for 
5 example, in U.S. Pat. Nos. 5,109,427 and 5,233,404. Fin- 
gerprint identification devices of this nature are generally 
used to control the building-access or information-access of 
individuals to buildings, rooms, and devices such as com- 
puter terminals. 

10 U.S. Pat. No. 4,353,056 in the name of Tsikos issued Oct. 
5, 1982, discloses an alternative kind of fingerprint sensor 
that uses a capacitive sensing approach. The described 
sensor has a two dimensional, row and column, array of 
capacitors, each comprising a pair of spaced electrodes, 

15 carried in a sensing member and covered by an insulating 
film. The sensors rely upon deformation to the sensing 
member caused by a finger being placed thereon so as to 
vary locally the spacing between capacitor electrodes, 
according to the ridge/trough pattern of the fingerprint, and 

20 hence, the capacitance of the capacitors. In one arrangement, 
the capacitors of each column are connected in series with 
the columns of capacitors connected in parallel and a voltage 
is appUed across the columns. In another arrangement, a 
voltage is applied to each individual capacitor in the array. 

^ Sensing in the respective two arrangements is accomplished 
by detecting the change of voltage distribution in the series 
connected capacitors or by measuring the voltage values of 
the individual capacitances resulting from local deforma- 
tion. To achieve this, an individual connection is required 

^0 from the detection circuit to each capacitor. 

Portable fingerprint devices are known in the art. One 
such device is disclosed in U.S. Pat. No. 5,467,403 and 
relates to a portable imaging device for capturing fingerprint 
images and transmitting them to a central location for 
verification. Such a device is useful in an information 
gathering and identification process comprising a large 
central database of fingerprint information. It does not, 
however, address the current concern for personal privacy 
with regards to the fingerprint data. Further, such a system 
can only act to verify identification and thus restrict access 
from a central location. This requires communications, 
which are inherently unsecured. 

One concern associated with remote fingerprint sensors 
relates to the transmission of information used for verifica- 
tion. Whereas a fingerprint is unique and cannot be easily 
dupHcatcd, such is not the case for the electronic represen- 
tation of the fingerprint. Knowledgeable individuals with 
incentive to gain access to a system can record such an 
electronic representation for use at a later time. In addition, 
the signal providing access may be recorded for later use 
thus circumventing a security system. 

PCMCIA, an organisation comprised of hundreds of 
manufacturers of memory cards and related peripheral 

55 equipment, has established standards for peripheral and 
memory cards. PCMCIA cards enhance the capabihties of a 
computer by providing a standard hardware interface and 
standard software protocols. PCMCIA cards have been 
designed with memory, fax machines, modems, and disk 
drives. The standard connector size makes them compatible 
with many portable computers and the PCMCIA standard 
allows for easy installation and removal of cards. One such 
PCMCIA card that is disclosed in U.S. Pat. No. 5,468,952 is 
a bar code scanning device. Such a device provides conve- 
ys nience in portabiUty as well as use. 

The PCMCIA has established spatial standards for circuit 
boards intended to be used in portable computers. PCMCIA 
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has developed a 68 pin memory card standard for three 
memory card types. 

Type I Memory Cards are the same width and length as a 
common credit card, about 54 mmx85.6 mm, b\it are thicker 
than a credit card. The thickness of a Type I card is 3.3 mm. S 

Type II Memory Cards are used by those companies 
which are utilizing memory components that are too high to 
be housed within a Type I card. Type II Memory Cards are 
aLso the same overall length and width as credit cards, but 
have a raised body cross section in the substrate area which lO 
gives them an overall thickness of 5 mm. The raised 
substrate areas of these cards are 48 mm in width. 

Type ni Memory Cards are the result of a recent move- 
ment sponsored by the Small Form Factor Committee to 
enable 1. 8 "Small Form Factor Disk Drives to be plugged 15 
into memory card connectors. Type III Memory Cards are 
the same length and width as Type I Memory Cards; 
however, Type III Memory Cards have a substrate area 
thickness of 10.5 mm. Also, Type III Memory Cards require 
card guide opening width of 51 mm on the header connector 
to accommodate the slightly wider raised substrate area. 

Another type of card that is now commonly available and 
well known in the art is a Smart Card. The Smart card 
comprises a microprocessor, non-volatile storage and ran- 
dom access memory (RAM) all on a small portable card. The 
use of Smart Cards is increasing because they present a 
convenient method for providing software and a processor 
for executing same within a compact and portable device. 
For example, a smart card credit card can maintain balance 
information and update a balance when used. Since infor- 
mation is stored on the card and security functions for 
protecting the information are also on the smart card, the 
resulting card is temper resistant and also portable alleviat- 
ing a need to electronically transmit information to each 
device requiring access to the information. As such, smart 
cards are known to be advantageous for numerous applica- 
tions 

Before the advent of computers and imaging devices, 
research was conducted into fingerprint characterisation and 
identification. Today, much of the research focus in biomet- 
rics has been directed toward improving the input transducer 
and the quality of the biometric input data. Fingerprint 
characterization is well known and can involve many 
aspects of fingerprint analysis. The analysis of fingerprints is 
discussed in the following references which are hereby 
incorporated by reference: 

Xiao Qinghan and Bian Zhaoqi,: An approach to Finger- 
print Identification By Using the Attributes of Feature 
Lines of Fingerprint," IEEE Pattern Recognition, pp 
663, 1986; 

C. B. Shelman, "Fingerprint Classification — ^Theory and 
Application," Proc. 76 Carnahan Conference on Elec- 
tronic Crime Countermeasures, 1976; 

Feri Pernus, Stanko Kovacic, and Ludvik Gyergyek, 55 
"Minutaie Based Fingerprint Registration," IEEE Pat- 
tern Recognition, pp 1380, 1980; 

J. A. Ratkovic, K W. BlackweU, and H. H. Bailey, 
"Concepts for a Next Generation Automated Finger- 
print System/' Proc. 78 Carnahan Conference on Elec- 
tronic Crime Countermeasures, 1978; 

K. Millard, "An approach to the Automatic Retrieval of 
Latent Fingerprints," Proc. 75 Carnahan Conference on 
Electronic Crime Countermeasures, 1975; 

Moayer and K. S. Fu, "A Syntactic Approach to Finger- 65 
print Pattern Recognition," Memo Np. 73-18, Purdue 
University, School of Electrical Engineering, 1973; 
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Wegstein, An Automated Fingerprint Identification 
System, MBS special publication, U.S. Department of 
Commerce/National Bureau of Standards, ISSN 
0083-1883; no. 500-^89, 1982; Moenssens, Andre A., 
Fingerprint Techniques, Chilton Book Co., 1971; and, 

Wegstein and J. F. Rafferty, The LX39 Latent Fingerprint 
Matcher, NBS special publication, U.S. Department of 
Commerce/National Bureau of Standards; no. 500-36, 
1978. 

Of course, other contact imagers such as palm print 
imagers are also known to exist. 

Object of the Invention 

Thus, in an attempt to overcome these and other limita- 
tions of known prior art devices, it is an object of this 
invention to provide a biometric input device including a 
peripheral card reader. 

It is an object of the invention to provide a device that 
minimises the unsecured channels used in user verification 
and securing electronic files. 

It is a further object of the invention to provide a bio- 
metric input device which allows for individual analysis of 
biometric information provided thereto. 

SUMMARY OF THE INVENTION 

In accordance with the invention there is provided, a 
biometric sensing device including a peripheral port for 
accepting a peripheral device. 

In accordance with the invention there is provided a 
peripheral biometric sensing device for use with a computer 
and a peripheral card. The sensing device comprises; 

a housing; 

a biometric information input means disposed within the 
housing for capturing biometric data and providing a 
first signal in dependence thereon; 

a peripheral card interface disposed within the housing for 
interfacing with the peripheral card and for receiving 
the first signal and providing same to the peripheral 
card; data transfer means for providing data in depen- 
dence upon the captured biometric data to the com- 
puter; and 

means for receiving a second signal from the peripheral 
card and providing the second signal to the data transfer 
means. 

In accordance with the invention there is provided a 
device for use with a system. Ite device comprises; 
a housing; 

a transducer disposed within the housing for capturing 

biometric information and converting the biometric 

information into a first signal; 
a peripheral card interface disposed within the housing for 

accepting a peripheral card; 
means for providing the first signal to the peripheral card 

interface; and 

data transfer means for receiving the first signal and 
coupled with the peripheral card interface for receiving 
a second signal therefrom and for transmitting a signal 
dependent upon one of the first signal and the second 
signal from the device to the system. 
In accordance with another aspect of the invention there 
is provided a method of identifying a user of a computer 
system provided with a peripheral device comprising a 
transducer, a peripheral card interface, and a data transfer 
means. The method comprises the steps of: 
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providing biometric information to the transducer; DETAILED DESCRIPTION OF THE 

detecting a presence of a peripheral card interfaced with INVENTION 

the peripheral card interface; in this disclosure and the claims which follow, the term 

if a peripheral card is detected, tising the peripheral card, contact imager is defined as an imaging device for imaging 

transforming the data into a first signal and providing ^ objects in contact therewith such as an optical or capacitive 

the first signal to the data transfer means; fingerprint, palm, or skin imager, 

if a peripheral card is not detected, providing a different Referring to FIG. 1 a biometric input device is shown 

signal based on the data to the data transfer means; comprising a microphone 1 and incorporating a peripheral 

transmitting the signal received by the data transfer means ^ accepting a smart card 5. In voice processing and 

to the computer. voice recognition, it is known to filter voices in order to 

In accordance with the invention there is provided a facihtate a recognition process. Such filtration is designed to 

device for use with a system. The device comprises: ^init a number of extraneous features such as background 

a housi 2.' noise and other unnecessary information. Unfortunately, due 

^' to the nature of biometric information such as voice 

a transducer disposed within the housing for capturing 15 information, each individual has different biometric infor- 

biometnc mformation and converting the biometnc ^^^^^^^ comprising different extraneous information. 

mformation mto a first signal; According to the present invention, a method is provided for 

a peripheral card interface disposed within the housing for customising aspects of biometric processing in a secure 

accepting a peripheral card; fashion, 

means for providing the first signal to the peripheral card When a user wishes to be authorised using a voice 

interface; recognition system, the user inserts a peripheral card in the 

means for receiving a second other signal from the form of a smart card 5 into the peripheral slot 3. Within the 

peripheral card interface; peripheral slot 3 is a peripheral card interface for interfacing 

means for detecting a peripheral card interfacing with the 25 ^i^h ^^^^^ ^^^^ ^ providing information thereto 

peripheral card interface and for providing an indica- ^^1 receivmg mfomaation therefrom. The user then talks 

tion of a presence or an absence of the peripheral card; the microphone. The voice is converted into electronic 

A^i^ f,..«of^^ .v,.,.«^ r^i i^nof fi™* signals and processed within the smart card 5 according to 

data transfer means tor receiving at least one of the first ''^ ^ .^t- i i 

1 , J *u • 1 f *u • u 1 smart card contents. For example, only particular rrequen- 

sienal and a second other signal from the penpheral . • . . i • t . • /• -i- 

■1 ' , r J p . .... ■ 1 r *u cies are maintained m order to mamtain signmcantly dis- 
card interface and for transmitting a signal to the 3U . , . , . , . . ^ i -i ^i, • i . 

• J J .1. ■ J ■ 1 J ♦u tmguishmg biometric mformation while filtermg a substan- 

system in dependence upon the received signal and the .f .r.i c . 

indication tial amount ot background noise. The use or a smart card 5 

T u j* 4 J * * ^ • for this application allows use of a complex filtering func- 

In an embodiment, the data transfer means compnses . t • i . j- • . • j -.u- 

.J.,. ^ _^ . ^ . tion to be implemented m a microprocessor contained withm 

means responsive to the mdication for perforrmng one of . ^ ^ , • c * •i> 

.t- £ ^ • 1 * *t. * • *t- u r i< the smart card 5. Such a filtering function is specific to a 

transmitting the first signal to the system m the absence ot 35 ^- i ci. • £l . ^ ^ 

j.^j 'i- i j • 1 - J user. Alternatively, the filtermg function IS not user specific, 

a detected penpheral card and transmitting a signal received „ \ • . i- 

r ..'LI J 4 -r r • L 1 j • Further alternatively, the entire voice recogmtion function is 

from the penpheral card interface if a penpheral card is _ j / r ^ 

detected performed withm the smart card 5, Preferably, the smart card 

. J , c w I- • J • J- Sisof a tamper proof design and encryption is used to secure 

An advantage of the biometnc sensmg device according . . . 

to the invention is it limits accessibihty to secure informa- 40 ^ ^^^^ ' , . , . . 

tion and to security processes; thereby, it improves overaU Optionally, when a same filtering toction is used for 

securitv many users or a predetermined class or functions is appli- 

A biometric input device according to the invention cable to a large number of users a custom integrated circuit 

reduces communication paths for biometric informaUon and . Performmg at least one of the filtraUon and characten- 

thereby reduces efBcacy of a record-playback attack on 45 salion is incorporated into the smart card and user specific 

system security parameters arc recorded therein. This permits implementa- 
tion of an inexpensive and adaptable characterisation or 

BRIEF DESCRIPTION OF THE DRAWINGS flltration process within a biometric input device. 

Exemplary embodiments of the invention wiU now be ^ .^jS'^'l^''"! ^. ^"^'^^ .^y^'^^f ^"""^.^^ 

described in conjunction with the following drawings, in biometnc identification systems is tampermg. When a bio- 

metric input device is connected as a computer penpheral, 

^ . . , ,. p . . . 1 . tampering with the biometric characterisation or identifica- 

FIG. 1 IS a smplified diagram of a biometnc input device jj^^ procedure as wcU as record-playback of biometric 

according tojhe mvention composing a micmphone and a i^fo^^u^^ significant concerns. In an attempt to reduce 

P ^ ' 55 the efficacy of tampering with a computer system, the device 

FIG, 2 is a simplified diagram of a biometric input device ^ according to the invention allows for portability of some of 

according to the invention comprising a contact imager and required information. In order to prevent signal inter- 

a peripheral card slot; ception and some forms of record-playback, the invention 

FIG. 3 is a simpfified flow diagram of a method of using incorporates a peripheral card interface 3 into a biometric 

a device according to the invention; \q input device. Since a peripheral card with a microprocessor 

FIG. 4 is a simpfified flow diagram of a method of using is portable, it becomes difficult to tamper with it and with a 

a device according to the invention for use in a public host computer This is advantageous, 

address (PA) system; and Another advantage to an implementation as described 

FIG. 5 is a simpfified flow diagram of a method of using with reference to FIG. 1 is that a plurality of different 

a device according to the invention in each of two modes 65 filtration processes are possible for a given user. Optionally, 

based on a presence or absence of a peripheral card inter- the user has several smart cards, each of which is password 

facing with the peripheral card slot. protected or protected by an alternative form of biometric 
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informatioD. The flltralion is therefore modifiable which is The first signal is provided to the smart card where it is 

significantly advantageous as described herein below. filtered and/or transformed to result in a second signal. This 

Referring to FIG. 2, a biometric input device 20 compris- second signal or a signal derived therefrom is then broadcast 

ing of a contact imaging device 21 is shown. The contact *5 PA system. According to the invention, a filter and 
imaging device 21 shown is a fingerprint scanner. The S trans torma ion of a speaker s voice improves the audible 

biometric input device is provided with a peripheral slot 23. '^^^'^ °^ '""'"^8 ^P.^ech o improve comprehension. 

~ • 1. 1 1 , • r • 1. 1 J • .L Of course, Since each individual has their own smart card, 

ine peripnerai Slot IS lor acceptmg a peripnerai card m ttic flu^^^^, transformation can be optimised for that 

formof a smart card 25. The smart card 25 IS for performing , *u r • j- -j i ^ j 

-.p 1 r particular user. Further, the use of mdividual smart cards 

unc ions relating to a captured fingerpnnt^ ^T^'" °i allows for less expensive and more flexible filtration and 

functions implemented Within the smart card are described u i i • j 

, . , , ^ transformation because a very general analysis, filtration and 

erein e ow. transformation circuit is avoided. 

Advantageously a fingerprint provided to the fingerprint Referring to FIG. 5, a simplified flow diagram of a method 

miaging device 20 is partially processed withm the smart of enhancing operation of fingerprint identification system is 

card 25 m order to mcrease seainty. The smart card is ^^^^^ Biometric information is provided to a contact 

difiacult to monitor when compared to a connection between ^h^ biometric input device verifies a presence of a 

a peripheral device and a computer and through encryption i ^eral card in the form of a smart card. When a smart 

such as se^ion key encryption, results of processing per- card is present the biometric information is provided thereto, 

formed withm the smart card are secured from monitonng. ^ processor on the smart card, processes the biometric 

Uis prevents individuals from executing processes within a infonnation according to a predetermined algorithm. For 

host system for determining user ID etc. Since biometnc ^ ^^^^ characterisation process is employed to 

mformation IS being put forth for security applications from determine features within the biometric information, 

military to financial to personal access, enhanced ^curity as Examples of features for a fingerprint include longest lines, 

provided according to the invention is believed to be a ^^^^^^^^ ^^^^^^ ^ fingerprint, and so forth. For a speech 

welcome improvement. sample, examples of features include dominant frequency, 

Referring to FIG. 3, a simplified fiow diagram of a method and so forth. The algorithm is specific to the biometric 

implemented of using a peripheral device with a computer information type— fingerprint, retinal scan, palm print, voice 

and according to the invention is shown. A smart card is pnnt, facial features, etc. — and to the user providing the 

inserted into the peripheral card slot such that it mates with smart card. Of course, when the smart card is stolen, the 

the peripheral card interface. Biometric information is pro- algorithm remains specific to the user from whom it was 

vided to the transducer in the form of a biometric input stolen; thereby enhancing security. The use of user specific 

device. The biometric information is converted into an algorithms for verification, enhances security while reducing 

electrical signal and provided to the smart card. The smart a number of people who are not easily identified using 

card processes the information and provides processed infor- biometric information. For example, when using fingerprint 
malion to the peripheral device interface from which it is 3^ recognition, it is believed to be about 5% of the 

provided to a data transfer means and to the computer. The population— 1 in 20 people are not identifiable because of 

computer performs a function based on the processed infor- finger tip damage, fingerprint type, and other known con- 

i^^^ion- cerns. Reducing this number is significantly advantageous. 

Examples of functions include, identifying a user, Heretofore, efforts to reduce this number have often reduced 
encrypting data, decrypting data, setting up user preferences, 40 overall security. According to the present invention, overall 

authorising user access, initiating a predetermined program, security is not reduced since user specific characterisation is 

and so forth. Of course, functions are to some degree employed. 

dependent upon the processed information. For example, in the absence of a smart card, the biometric information 

when the processed information comprises filtered biometric input device acts like a biometric information input device 
information, further processing is performed by the com- 45 absent a peripheral card interface. The biometric informa- 

puter to identify the biometric information or to derive tion is provided to the computer for analysis. This enhances 

information therefrom. When biometric information pro- flexibility of the device and provides diflferent security 

cessing and user identification occurs within the smart card, levels. For example, a computer system requiring biometric 

then the computer need only verify an authorisation to information for system access and enhanced security for 
determine a user identity. In an alternative embodiment, 50 modification of data and or programs within the computer is 

when user identification occurs within the smart card, a easily implemented. According to the invention, biometric 

verification of the user identification is performed in the informationof each of a plurality of users are registered and 

computer to enhance security. Of course, numerous other the users are provided access upon presentation of their 

functions and smart card operations are possible with a biometric information. For other users, a smart card is 
device according to the invention. 55 required provided enhanced security according to the invcn- 

Referring to FIG. 4, a method of enhancing flexibility of tion. The enhanced security reduces likelihood of unautho- 

a public address (PA) system is shown. Each user of the PA rised data tampering and enhances flexibility of the security 

system is provided with a peripheral card in the form of a system. Also, those users who fall within the 5% of the 

smart card. The smart card implements voice filtration and population that is diflScuIt to identify using fingerprint 
transformation. When a user wishes to address people 60 information are also provided with smart cards to ensure 

through the PA system, the user inserts their smart card into user specific characterisation and registrafion of their fin- 

a peripheral card reader contained within a biometric input gerprints. 

device in the form of a microphone and speaks into the Alternatively, a peripheral card slot comprising a periph- 

microphone. For example, at an airport, it is often difficult to eral card interface is located within a transducer housing in 
understand announcements made using the PA system. The 65 the form of a video camera, a telephone, a digital camera, or 

speech captured by the microphone is converted into a first a recording device. The slot is for accepting a card in the 

signal and provided to the smart card. form of a smart card. The smart card performs functions 
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such as background filtering, signal boosting, etc. as desired. 
Advantageonsly, the functions performed within the smart 
card are user specific. This allows for efficient implemen- 
tation of these functions in a fashion that is effective. 
Further, it limits usefulness of someone's smart card to S 
another person and, thereby, decreases the value of a smart 
card to anyone else. 

For example, when used with a video camera, a skin tone 
of a user is stored within a smart card. The camera then 
adjusts light levels and contrast to bfest approximate the lo 
desired skin tone of the individual. Such a system prevents 
backlight from causing faces to be very dark and enhances 
colour balance for faces which arc commonly the most 
significant aspect of home videos. Alternatively, a smart card 
is provided during playback to transform the video signal ^5 
according to requirements of a video recorder to which the 
recorded video is being transferred or a television upon 
which the recorded video Ls being displayed. This enhances 
overall image quality for an average user. 

When used with a telephone, known line noise such as 
that caused by a cordless phone or by a wiring fault is filtered 
for the telephone user. Also, a person speaking into the 
telephone according to the invendon is capable of being 
identified in dependence upon biometric information in the 
form of voice or, altcmadvely when the telephone is also 
equipped with a contact imaging device, in the form of a 
fingerprint. Such an identification has numerous apphca- 
tions. 

Optionally, according to the invention, when no periph- 
cral card is interfaced with a transducer device according to 
the invention and as shown in FIGS. 1 and 2, the device 
operates as a biometric information capture means providing 
the biometric information or other information derived 
therefrom to the computer. There are many methods of 
detecting a presence of a peripheral card. These include 
switches to detect a card's presence, testing for certain data 
at predetermined addresses, dedicated connections provid- 
ing indications of card presence, and so forth. A skilled 
engineer, knowing of the advantages of automatically 
detecting a card's presence, is capable of designing a periph- 
eral card detector for use in the present invention. Numerous 
other embodiments may be envisaged without departing 
from the spirit and scope of the invention. 

What is claimed is: 

1. A peripheral biometric sensing device for use with a 
computer and a peripheral card including a processor, the 
peripheral biometric sensing device comprising: 

a housing; 

a biometric information input means disposed within the 
housing for capturing biometric data and providing a 
first signal in, dependence thereon; 

a peripheral card interface disposed within the housing for 
interfacing with the peripheral card and for receiving 
the first signal and providing same to the peripheral 55 
card for use in user authorisation performed by the 
processor; 

means for detecting a presence of a peripheral card 
interfacing with the peripheral card interface and for 
providing an indication of the presence or absence of 60 
the peripheral card; 

data transfer means for providing data in dependence 
upon the captured biometric data to the computer, the 
data transfer means comprising means responsive to the 
indication for transmitting the first signal to the system 65 
in the absence of a detected peripheral card and for 
transmitting first signal to the peripheral card and a 
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second signal received from the peripheral card to the 
syste if a peripheral card is detected as being present; 
and 

means for receiving a second signal from the peripheral 
card, the second signal being created by the processor 
of the peripheral card in dependence upon the first 
signal, and providing the second signal to the data 
transfer means. 

2. A peripheral biometric sensing device as defined in 
claim 1 wherein the data transfer means is for providing at 
least one of the captured biometric data and data provided by 
the peripheral card in dependence upon the captured bio- 
metric data to the computer. 

3. A peripheral biometric sensing device as defined in 
claim 1 wherein the biometric information input means 
comprises a contact imaging device disposed within the 
housing for capturing fingerprint data. 

4. A peripheral biometric sensing device as defined in 
claim 1 wherein the peripheral card interface is a smart card 
interface disposed within the housing and for accepting a 
smart card. 

5. A device for use with a system comprising: 
a housing; 

a transducer disposed within the housing for capturing 
biometric information and converting the biometric 
information into a first signal; 

a peripheral card interface disposed within the housing for 
accepting a peripheral card including a processor; 

means for detecting a presence of a peripheral card 
interfacing with the peripheral card interface and for 
providing an indication of the presence or absence of 
the peripheral card; 

means for providing the first signal to the peripheral card 
interface; and data transfer means for receiving the first 
signal and coupled with the peripheral card interface 
for receiving a second signal therefrom, the second 
signal being created by the processor of the peripheral 
card in dependence upon the first signal, and responsive 
to the indication for transmitting the first signal to the 
system in the absence of a detect peripheral card and for 
transmitting first signal to the peripheral card and a 
second signal received from the peripheral card to the 
system if a peripheral card is detected as being present. 

6. A device as defined in claim 5 wherein the transducer 
is a microphone. 

7. A device as defined in claim 6 wherein the peripheral 
card reader is a smart card reader for interfacing with a smart 
card. 

8. A device as defined in claim 5 wherein the transducer 
is a contact imaging device, the system is a computer, and 
the device forms a computer peripheral device in commu- 
nication with the computer. 

9. A computer peripheral device as defined in claim 8 
wherein the peripheral card reader is a smart card reader for 
interfacing with a smart card. 

10. A method of identifying a user of a computer system 
provided with a peripheral device comprising a transducer, 
a peripheral card interface, and a data transfer means com- 
prising the steps of: 

providing biometric information to the transducer; 

detecting a presence of a peripheral card interfaced with 
die peripheral card interface, the peripheral card includ- 
ing a processor; 

if a peripheral card is detected, using the processor of the 
peripheral card for transforming data indicative of the 
biometric information and provided from the computer 
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system into a first signal and providing the first signal 

to the data transfer means; 
if a peripheral card is not detected, providing a different 

signal based on the data to the data transfer means; 
transmitting the signal received by the data transfer means ^ 

to the computer. 

11. A method of identifying a user of a computer system 
as defined in claim 10 wherein the step of transforming the 
data is performed by filtering the data. 

12. A method of identifying a user of a computer system 
as defined in claim 10 wherein the step of transforming the 
data is performed by characterising tlie data. 

13. A method of identifying a user of a computer system 
as defined in claim 10 wherein the step of transforming data 
indicative of the biometric information is performed by 
registering the data against data stored within the peripheral 
card from authorised users of the peripheral card and deter- 
mining a first code. 

14. A method of identifying a user of a computer system 
as defined in claim 13 comprising the steps of transmitting 
the data to the computer, registering the data against stored 
data from authorised users of the computer to determine a 
second code; comparing the first code determined with the 
peripheral card and the second code determined with the 
computer. 

15. A method of identifying a user of a computer system 
as defined in claim 14 wherein the code is dependent on a 
user identification. 

16. A method of identifying a user of a computer system 
as defined in claim 13 wherein the code is one of an 
encryption key and a decryption key. 

17. A device for use with a system comprising: 
a housing; 
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a transducer disposed within the housing for capturing 
biometric information and converting the biometric 
information into a first signal; 
a peripheral card interface disposed within the housing for 
accepting a peripheral card, the peripheral card includ- 
ing a processor; 
means for providing the first signal to the processor of the 

peripheral card; 
means for receiving a second other signal from the 
peripheral card interface, the second other signal being 
formed in dependence upon processing of the first 
signal by the processor of the peripheral card; 
means for detecting a peripheral card interfacing with the 
peripheral card interface and for providing an indica- 
tion of a presence or an absence of the peripheral card; 
a transceiver for receiving at least one of the first signal 
and the second other signal from the peripheral card 
interface responsive to the indication for transmitting 
the first signal to the system in the absence of a detected 
peripheral card and for transmitting first signal to the 
peripheral card and a second signal received from the 
peripheral card to the system if a peripheral card is 
detected as being present. 
18. A device for use with a system as defined in claim 17 
wherein transceiver comprises means responsive to the 
indication for transmitting the first signal to the system in the 
absence of a detected peripheral card and transmitting a 
signal received from the peripheral card interface if a 
peripheral card is detected, the signal being formed in 
dependence upon processing of the first signal by the 
processor of the peripheral card. 
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